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Abstract

Fragile watermarking is a popular method for image authentication. In such

schemes, a fragile signal that is sensitive to manipulations is embedded in the

image, so that it becomes undetectable after any modification of the original

work. Most algorithms focus either on the ability to retrieve the original work

after watermark detection (invertibility) or on detecting which image parts have
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been altered (localization). Furthermore, the majority of fragile watermarking

schemes suffer from robustness flaws. We propose a new technique that combines

localization and invertibility. Moreover, watermark dependency on the original

image and the nonlinear watermark embedding procedure guarantees that no

malicious attacks will manage to create information leaks.

1 Introduction

In the last decades substantial advantages in multimedia and web technology

have facilitated the production and distribution of image content. However, the

ease of media copying and editing also enables unauthorized use and tampering

of the media content. One of the applications of digital watermarking is multi-

media authentication and content integrity verification. Watermarking schemes

for multimedia authentication try to detect forgeries, i.e. images that have been

modified (intentionally or not).

Fragile [1]–[10] and semi-fragile [18]–[21] watermarks are usually employed for

image authentication. Semi-fragile watermarks manage to identify any mali-

cious image tampering while being tolerable to jpeg compression or slight im-

age content alterations. However, there are applications where even the slightest

modification indicates a content degradation and needs to be identified. In these

cases the implementation of a total fragile watermarking technique is required.

Such watermarks are expected to be sensitive both to malicious attacks and to

incidental content manipulations [1].
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There are several prerequisites for an efficient fragile watermarking technique:

a) the fragile watermark must be perceptually transparent, b) tampering should

be detected without using the original image, c) despite being fragile, the tech-

nique must be robust to malicious attacks that try to sabotage the watermark

functionality, d) the technique must be able to locate the tampered regions

within an image (localization).

The majority of existing fragile watermarking algorithms suffer from robust-

ness flaws. For example, many pixel-wise techniques are vulnerable to oracle

attacks, i.e., attacks in which the forger has unlimited access to the detector

and tries with contiguous tests to create a tampered image that is still detected

as authentic [4].

Furthermore, most fragile watermarking techniques change permanently the

image, i.e. they are not invertible. In this case, the watermark that is embedded

in an image cannot be removed. Thus, the watermarking procedure corrupts

the image content to a degree that depends on the watermark signal power. In

some applications, such as medical imaging, even a minimal image distortion

might be unacceptable. This led to the development of invertible (or erasable)

watermarking techniques for authentication purposes [2]. Unfortunately the

robustness of such techniques to attacks is rather mediocre.

A novel invertible fragile watermarking technique for robust image authentica-

tion is proposed in this paper. The watermark is generated by a pseudo-random

chaotic process that involves the values of the original image pixels. Thus, it is

image content dependent. In order to extract an existing watermark in a water-
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marked image, the exact knowledge of system parameters is required. Further-

more, if the image is not modified, the watermark can be completely removed

from the original image. An attacked (edited) version of the image can be de-

tected with almost 100% probability. Furthermore, the tampered image region

can be well localized in the majority of the tampering cases. Additionally, ex-

treme sensitivity of the chaotic function with respect to the initial conditions

ensures that an approximate knowledge of the system parameters will not reveal

the watermark. The watermark dependency on the image content strengthens

the system robustness to attacks that seek to expose the watermark signal form

and, finally, harm the functionality of the watermarking system.

The structure of this paper is organized as follows. Section 2 describes the pro-

posed scheme. Important aspects such as chaotic synchronization, localization

and security are further analyzed in Section 3. Experimental results that demon-

strate the fragile watermarking scheme performance are presented in Section 4.

Conclusions follow in Section 5.

2 Method Description

2.1 Watermark Embedding

The watermark generation process is applied on the spatial image domain, while

scanning an image in a row-wise manner. In the simplest version, starting from

the top left image corner, we evaluate iteratively the variable X as follows:
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Xi = f(Xi−1) + m · Yi (1)

where f is a non-linear function, Yi is the luminance of i-th image pixel and m is

a scaling factor. From the above equation and, since the previous value Xi−1 is

used to evaluate f at pixel position i, it is obvious that, if the values of the non-

linear function f range from fmin to fmax , then the range of Xi should be the

interval [fmin+m·Ymin, fmax+m·Ymax] . For example, if the image intensity Y

is represented by 8-bit values, then this interval becomes [fmin, fmax + 255 ·m]

. Thus, we can conclude that certain non-linear functions that have been used

in the past for watermark generation, such as skew tent map, Bernoulli shift,

logistic map etc [11]–[13], [17] cannot be used in the watermark generation

procedure, since they have identical domain and range of values. Instead, in

this work, a non-linear function with unbounded domain is used, namely the

chaotic Chebyshev function [14] that is iteratively computed by the following

formula:

fCHEB(Xi−1) = tanh(C1 · Xi−1) − b · tanh(C2 · Xi−1) (2)

Hyperbolic tangent is an increasing function that takes values in the range

[−1, 1] . Consequently, if we assume, without loss of generality, that the con-

stants b, C1 and C2 are positive and C1 > C2 then:
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If X > 0, 1 > tanh(C1X) > tanh(C2X) > 0 =⇒ fCHEB < tanh(C1X) < 1

If X < 0, 0 > tanh(C2X) > tanh(C1X) > −1 =⇒ fCHEB > tanh(C1X) > −1

The parameter b is arbitrarily chosen to be equal to 1.6 [14]. For this value, f

generates values in the interval [−1, 1] . In order to have a non-linear function

f with a pseudorandom behavior, it is essential that the f values are uniformly

distributed in the region [−1, 1]. The selection of the other system parameters

should be made so as to fulfill this condition. We can easily deduce, that if

C1 > C2 ≫ 1 then for most X, tanh(C1 · X) ≈ tanh(C2 · X) ≈ ±1 and

fCHEB(X) ≈ ±(b− 1) , where the sign of f depends on the sign of the previous

value of X. On the other hand, if C1 ≈ C2 then fCHEB ≈ tanh(C1 ·X) · (1− b)

and consequently f maps its domain to the smaller interval [1−b, b−1]. Thus, in

order to guarantee that the Chebyshev function will map its domain strictly and

as uniformly as possible in the range [−1, 1] , we have selected C1 ≫ C2 > 0. In

our implementation, we chose C1 = 200 and C2 = 2 respectively. Experiments

on the pdf of fCHEB output are described in section 3.2.

After the calculation of the pseudo-random signal X using (1), the binary wa-

termark W is generated by quantizing X with the sign function. W is then

additively embedded on the original image, thus leading to the watermarked

image YW :
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Wi = sgn(Xi) (3)

YWi
= Yi + Wi (4)

2.2 Watermark Detection

The initial value X1 and/or the exact system parameter values can be used as

the watermark key. Watermark detection is performed in a blind fashion, i.e.,

without the need to resort to the original image. Starting from X1, we reverse

the procedure based on the fact that since equations (1), (3) and (4) hold, X

must satisfy one of two specific inequalities. More specifically, by using (4), (1)

can be rewritten as:

Xi = f(Xi−1) + m · (YWi
− Wi) (5)

If we denote with Ai the quantity f(Xi−1) + m · YWi
, the above equation takes

the following form:

Xi = Ai − m · sgn(Xi) (6)

For every pixel, the value and sign of X must not contradict each other, i.e. if

Xi > 0 then sgn(Xi) = 1 and if Xi < 0, sgn(Xi) = −1 . This property leads to

a system of inequalities. More analytically, if:

Xi > 0, sgn(Xi) = 1 ⇒ Xi = Ai − m · sgn(Xi) = Ai − m > 0 ⇒ Ai > m

Xi < 0, sgn(Xi) = −1 ⇒ Xi = Ai − m · sgn(Xi) = Ai + m < 0 ⇒ Ai < −m
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Consequently, if the detection parameters are the same as the ones used for

embedding and the image is not tampered, the value of Ai will never reside

in the interval [−m,m] . This property is used for the detection of image

tampering. On the other hand, if the image is authentic the property can be

used for watermark removal and recovery of the original image. The following

algorithm can be used for watermark detection.

Starting from the second pixel and scanning the image in a row-wise manner:

1. Ai = f(Xi−1) + m · Ywi

2. If Ai > m then Wi = 1 and Xi = Ai − m

3. If Ai < −m then Wi = −1 and Xi = Ai + m

If −m < Ai < m holds even for one image pixel, then either an invalid detection

key has been used or an image tampering has been identified. The process is

immediately terminated and the image is classified as non-authentic. If the

detection process finishes and no values of Ai were found within the [−m,m]

range, then the image is classified as authentic and the original image can be

recovered by subtracting the evaluated watermark W from the authenticated

image.
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3 Algorithm Analysis

3.1 Chaotic synchronization

Non-linearity in watermark embedding allows us to exploit the properties of

chaos, like its extreme sensitivity to initial conditions, which ensures that a

watermark generated even by a key in the vicinity of the correct one will not

be positively (and erroneously) detected in a watermarked image, since the

two chaotic trajectories will rapidly diverge. Unfortunately, chaos also causes

the side-effect of synchronization. In 1990, Pecora and Caroll found that, under

certain circumstances, two chaotic systems that are linked with a common signal

or signals synchronize, i.e. the trajectory of one system will converge to that of

the other system and, from that point onwards, they will remain synchronized

[15]. Later, Maritan and Banavar expanded the previous result in the case where

chaotic systems are linked by the same type of white or pink (1/f) noise [16].

They also proved that, if the commonly present noise, is stronger than a certain

level (approximately 0 dB), the trajectories for various initial conditions become

point by point identical after a certain time that depends on the noise power.

In our case, any image can be fairly well modelled as a combination of white

and pink noise. From this point of view, equation (1) represents a non-linear it-

erative function fCHEB that is exposed to such a white and pink noise, namely

the image intensity signal Yi . If the image power Yi in (1) is higher than

a certain level, the correct watermark and a watermark that is generated by

a false key synchronize, since they are linked by the same noise (the image),
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and converge rapidly to the same signal. In this situation, the space spanned

by the watermarks degenerates to only a few signals per image, and the prob-

ability of false acceptance becomes prohibitively high, since two watermarks

generated by different keys and parameters and applied on the same image will

converge to the same values and, thus, their separation during detection will

be usually impossible. From the above, it is easily deduced that, in order to

circumvent chaotic synchronization, the image intensity must be scaled by a fac-

tor m. Figure 1 depicts the mean dissimilarity of pairs of different watermarks

D = 1

N

∑N

i=1
|W1(i) − W2(i)| that are generated for a test image by randomly

chosen keys versus the value of the factor 1/m. The Figure shows that the

image intensity should be scaled down by at most a factor m = 1/300 (for 8

bit image pixels) in order to produce a system that is not vulnerable to chaotic

synchronization. Indeed, it can be seen from Figure 1 that for m bigger than

∼ 1/300 the distinct watermarks are identical in more than 95% of the image

pixels and for m bigger than ∼ 1/250 any watermark key will produce almost

the same signal.

3.2 Tampered Region Localization

It is very desirable for a fragile watermarking system to be able to localize the

tampered image regions. Furthermore, in many occasions, a conclusion regard-

ing the tampering goals and/or type could be derived from the semantic content

of the original areas and the localization of the tampered regions [2],[3],[9]. The

extreme sensitivity of the proposed scheme to image modifications can be used
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to achieve an adequate tamper localization.

As already mentioned, a tampered image (or use of the wrong watermark key)

will be declared whenever the quantity Ai falls in the range [−m,m]. Ai consist

of two parts that can be assumed independent, the non-linear function value

fCHEB(·) and the normalized image intensity m ·YWi
. This assumption is only

partially correct, because the two parts are actually correlated since they come

from two adjacent image pixels. However it was deemed necessary in order

to make the analysis tractable. Moreover, its adoption resulted in theoretical

results that are sufficiently close to the experimental ones, as will be shown at

the end of this section.

If the embedding parameters are selected according to the previous analysis,

it was proven experimentally that approximately one third of fCHEB(·) values

spreaded uniformly in the interval [−1, 1] and the rest two thirds were evenly

distributed in the vicinities of (1 − b) and (b − 1). Thus, we can model the

probability density function of fCHEB(·) output as a combination of a uniformly

distributed function plus two pulses of equal height at positions (1 − b) = −0.6

and (b−1) = 0.6. Furthermore the image histogram is assumed (for making the

analysis tractable) to be continuous and uniform. Thus, the probability that

an image tampering is detected in a specific pixel is equal to the probability

that Ai, i.e., the sum of the two random variables fCHEB(·) + m · YWi
will fall

in the interval [−m,m]. Since the two parts of the sum are considered to be

independent, the density function of quantity Ai equals to the convolution of

the densities of these two parts. Due to chaotic synchronization, m is restricted
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to be less than 1/256 for 8 bit images, as described in the previous section. If

Y ′

i = m · YWi
is the scaled luminance of the i-th pixel and fY the probability

density of the luminance, then:

fY (y) =
1

255 · m
[u(y) − u(y − 255 · m)]

where u() denotes the unit step function. Furthermore, if we denote with fX

the probability density of the Chebyshev function then:

fX(x) =
1

6
[u(x+1)−u(x−1)]+

1

3
δ(x−1+b)+

1

3
δ(x+1−b) = fX1(x)+fX2(x)+fX3(x)

The density function of Ai, fA is evaluated by the following formula:

fA(α) = fX ⋆ fY =

∫

∞

−∞

fX1(α − y)fY (y)dy +

∫

∞

−∞

fX2(α − y)fY (y)dy +

∫

∞

−∞

fX3(α − y)fY (y)dy = fA1 + fA2 + fA3

It can be easily proven that fA1 is given by the following formula:

fA1(α) =















































































0 if α < −1

α+1

6·255·m
if −1 < α < −1 + 255 · m

1

6
if −1 + 255 · m < α < 1

255·m−α+1

6·255·m
if 1 < α < 1 + 255 · m

0 if α > 1 + 255 · m
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In a similar way, the two other parts of this density function fA2 and fA3 are

given by the following formulas:

fA2(α) =







































0 if α < 1 − b

1

3·255·m
if (1 − b) < α < (1 − b + 255 · m)

0 if α > (1 − b + 255 · m)

fA3(α) =







































0 if α < b − 1

1

3·255·m
if (b − 1) < α < (b − 1 + 255 · m)

0 if α > (b − 1 + 255 · m)

The probability P of tampering detection at a certain pixel location, namely

the probability that the value of Ai falls inside the range [−m,m] for a certain

pixel of a manipulated image is:

P =

∫ m

−m

fA(α)dα =

∫ m

−m

(fA1(α) + fA2(α) + fA3(α))dα =

m

3
+

∫ m

−m

fA2(α)dα +

∫ m

−m

fA3(α)dα

In our case m < b − 1 , since m < 1

256
and in our implementation b = 1.6. For

such values the previous integrals can be proven to be:

∫ m

−m

fA2(α)dα =







































2

765
if m > b−1

254

256·m+1−b
255·m

if b−1

256
< m < b−1

254

0 if m < b−1

256
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and
∫ m

−m

fA3(α)dα = 0

Thus, the probability P that image tampering is detected at a certain pixel

location is:

P =







































m
3

if m < 1

426.6

m
3

+ 256·m−0.6
255·m

if 1

426.6
< m < 1

423.3

m
3

+ 2

765
if m ≥ 1

423.3

It is known that an event whose probability of occurrence is P̂ will be expected

to happen for the first time after 1

P̂
trials. Consequently, it is deduced that any

manipulation of a watermarked image is expected to be detected after scanning

( 1

P
) pixels after the first tampered pixel encounter (in a row-wise manner).

In other words, if a certain image pixel is tampered the detection will signal

a tampering ( 1

P
) pixels after this pixel. The experimentally selected scaling

factor m varies between 1/300 and 1/400. For these values, tamper localization

is expected to happen after scanning 268 to 290 pixels after the first encountered

tampered pixel. Experimental tamper position localization is almost 25% better

than the one provided by the theoretical analysis.

Tampering localization accuracy can be dramatically enhanced by embedding

more than one watermarks in a pyramidal way. Firstly, the whole image is

watermarked using a single watermark. Then, the image is divided into non-

overlapping blocks of W × H pixels and a different watermark is embedded in

each block. The watermarked image is subsequently divided again into disjoint
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blocks of W
2

× H
2

pixels and the new blocks are independently watermarked

again. In every step of the procedure a new layer of watermarks is superim-

posed, leading to a major improvement of systems localization at the expense

of perceptual quality.

Since every watermark is ”unique”, due to the fact that its values depend on the

underlying content, watermarks in every block or layer can be produced using

the same key. Alternatively, keys for the various watermarks can be produced by

values generated by a non-linear function (for example a skew-tent map that is

initialized with one key) Thus, only one initial value-key is required to generate

all layers of watermarks.

During detection, the watermarks are detected in each layer starting from the

upper layer and subsequently erased from the image before proceeding to the

detection on the next (lower) layer. An image is characterized as authentic,

if all watermarks are detected. The pyramidal scheme facilitates localization

of an image modification, as any tampering detection in a certain block, will

be triggered from a tampering of the specific block content. The previously

estimated values of localization (i.e. the fact that tamper localization is expected

to happen scanning 268 to 290 pixels after the first encountered tampered pixel)

allow us to confine modifications in blocks of 32× 32 pixels and, in many cases,

even in blocks of 16 × 16 or 8 × 8 pixels. The watermark that is embedded in

the entire image ensures that an alteration that will fail to be localized will be

finally detected. Additionally, the watermark that is embedded in the entire

image can be used to distinguish a patchwork of different or not authenticated
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images from an actually authentic image.

In addition, the probabilities of false positive and false negative detection, which

characterize the performance of a watermarking scheme, can be evaluated for

the proposed method. In a fragile watermarking scheme, false positive detection

probability is defined as the probability that a tampered image is identified as

authentic. From the previous analysis, the theoretical value of the false positive

detection probability Pf for an image of dimensions M ×N can be easily shown

to be:

Pf = (1 − P )M ·N (7)

If 1

300
< m < 1

400
, the false positive probability detection Pf is between 10−25

and 10−27, even for a small 128×128 image. Thus, it is easily concluded that the

probability of false positive detection is practically zero. Moreover, the water-

mark embedding procedure is chaotic and, thus, deterministic. Consequently,

the probability of an authentic image to be identified as tampered, i.e. the false

negative detection probability, is by definition equal to zero.

3.3 Robustness Considerations

From the previous discussion, it can be concluded that the proposed technique

will, in general, detect any image tampering. In this section, we will further

analyze and discuss the robustness and other properties of the proposed fragile

watermarking technique. At first, it must be noted that attacks on fragile

watermarking schemes differ significantly from attacks on robust watermarking
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techniques. In fragile watermarking, the attacker is not interested in making

the watermark undetectable. Actually, destroying the watermark is quite easy,

because of its inherent fragility. Attacks to fragile watermarking schemes aim to

extract the watermark pattern in order to use it to illegally authenticate images,

replace pre-existing watermarks with fake ones and tamper an authentic image

in a way that the modification will not be detected. There are several levels

of attacks, depending on the information and devices available to the attacker.

As will be explained below, the proposed watermark technique is expected to

be robust to many different kinds of known attacks, such as those described in

[3]–[10].

The robustness of our scheme stems from the fact that the values of the wa-

termark are determined by at least three factors: the image, the parameters of

the chaotic function and the initial value of the chaotic watermark generation

function. Changes to any of these factors will lead to a substantially differ-

ent watermark signal. Content dependency in particular, provides robustness

against all attacks that are based on the possession of multiple pairs of original-

watermarked images [3],[4],[8], since the watermark that is superimposed to an

image is unique and defined by its content. Furthermore, the non-linearity of the

watermark generation procedure deters any information leakage from knowledge

of a specific watermark.

Actually, the only way to attack the proposed method using approaches that are

based to an unlimited access to the watermark detection algorithm is through a

brute-force attack. For example, watermark detection attacks that use the min-
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imum undetectable watermark modifications in order to derive a manipulated

image that is classified as authentic [3],[4],[8],[10] pose no threat to the pro-

posed scheme, since the slightest change of the image content will be detected.

Even if an attacker has unlimited access to the watermark embedding algorithm

(chosen cover image attack) [3], he can not extract the watermark pattern, if

all the chaotic function parameters are not accurately known. One might think

that an easy way to retrieve these parameters is by selecting arbitrary param-

eter values and comparing the generated watermark with the original one. If

the watermarks are similar enough, this would mean that the parameter val-

ues used for the generation of the two watermarks are very close. For such an

attack to be successful, the watermark dissimilarity must be a monotonically

increasing function of the parameter distance, which is not the case in chaotic

systems. This fact has been also experimentally verified for the proposed sys-

tem, by evaluating the similarity of watermarks generated by parameters whose

values are converging.

4 Experimental Results

As mentioned previously, the watermarks can be reconstructed and removed

during watermark detection. As a consequence, the proposed method is fully

invertible and, thus, invertibility need not be verified by simulation. However,

a series of other experiments were conducted. The first set of these experiments

dealt with the evaluation of the false positive rate of the proposed method. For
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this purpose, we watermarked various images with 100,000 randomly generated

watermarks and for each of them we performed detection with a watermark

that was generated by a key that differed less than 10−6 from the correct one,

which is equivalent to trying to detect a watermark on a tampered image. The

simulation demonstrated that no false positive detection was encountered in any

of the performed tests.

Next, we tested the pyramidal scheme by superimposing 4 layers of watermarks

on various images of size 256× 256 , one in the whole image, and 3 by splitting

the image in blocks of 32×32, 16×16 and 8×8 pixels respectively, in a pyramidal

way. To evaluate the watermark’s localization potential, we randomly changed

the intensity value in just one randomly chosen pixel per block. The experiments

involved 100,000 watermarks and correct tamper detection (i.e. characterization

of the image as being tampered) was achieved from the proposed system (4

layers) in all cases. Furthermore, the 3 block-based, tamper localization layers

achieved correct tamper detection (and thus good localization) in 99.95% of the

cases. Additionally, we interchanged two 32 × 32 blocks of the watermarked

image and observed that the corresponding image was identified as a collage of

authentic blocks.

Finally we produced semantically altered versions of watermarked images and

tested the system’s ability to identify and localize malicious content modifica-

tions. Figures 2a, 3a and 2b, 3b show authentic images and their watermarked

versions. Figures 2c, 3c, depict the modified images. The image in Figure 2

was exposed to additive noise whereas that in Figure 3 has been altered by re-
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moving the tree branches in the upper right corner. Our pyramidal watermark

detector recognized the images in Figures 2c, 3c as non-authentic and localized

the tampering in the area where it actually happened. The same results were

also obtained in other images with similar modifications.

5 Conclusions

In this work, we proposed a novel invertible fragile watermarking technique that

can detect and localize manipulations of an image. We have proven that the

false positive and false negative detection probabilities of the proposed algorithm

are practically zero. Watermarks generated by the algorithm can be easily

and fully removed from the authenticated image. A pyramidal version of the

technique can exploit the extreme sensitivity of the system in order to achieve

very good localization. Also, the scheme exploits chaos properties and content

dependency to achieve robustness to known fragile watermarking attacks that

try to sabotage its functionality. A theoretical analysis of the proposed method

has been performed whereas experimental results were very satisfactory.
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Figure 1: Watermark distance D for watermarks generated by different keys for

the same image. The image intensity is scaled by a factor of m before being

added to fCHEB .
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Figure 2: (a) Original Image, (b) Watermarked version, (c) Tampered version,

exposed to additive noise, (d) Detection results: the grey area is considered

authentic while blue areas are considered tampered.
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Figure 3: (a) Original Image, (b) Watermarked version, (c) Tampered version:

the tree that is shown in upper right corner has been erased, (d) Detection

results: the grey area is considered authentic while blue areas are considered

tampered.
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