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ABSTRACT

Signature (watermark) casting on digital images is an
important problem, since it affects many aspects of the
information market. We propose a method for cast-
ing digital watermarks on images and we analyze its
effectiveness. The satisfaction of some basic demands
in this area is examined and a method for producing
digital watermarks is proposed. Moreover, immunity
to subsampling is examined and simulation results are
provided for the verification of the above mentioned
topics.

1. INTRODUCTION

The following analysis is a suggested approach in solv-
ing a quite interesting and demanding problem: cast-
ing digital watermarks on digital images. By the term
“digital watermark”, we mean a signal which is super-
imposed on the digital image, in such a way that:

1. The visual perception of the image remains unal-
tered and the watermark is unnoticed.

2. We are in a position to detect a certain digital
watermark by examining the alterations caused
by the superposition.

3. A great number of different digital watermarks,
all distinguishable from each other, can be pro-
duced.

4. The detection of the digital watermark through
general image operations and manipulations should
be extremely difficult and, preferably, impossible.

The satisfaction of the above mentioned demands pro-
vides a way to superimpose an “invisible” watermark
on images. This signal completely characterizes the
person who applied it and, as a result, proves the ori-
gin of the image.

The benefits of such a method are numerous. The
copyright owners of digital images have a way of pro-
tecting their products against illegal copies. An owner
of an image database, for example, can use watermark
casting on his images and, in the case of unauthorized
replications of his products, prove his copyright owner-
ship. Television channels are presently protected mere-
ly by their logo signs on a corner of the video signal.
The digital watermark can ensure them against illegal
recordings and retransmissions. On the other hand, the
existence of the watermark on images can be used as
an anthentication tool as well.

Watermarks are applied either in the frequency or
in the spatial domain [1,2]. The approach we follow in
this paper is based on statistical detection theory and
it is applied in the spatial domain.

2. DIGITAL WATERMARK DESCRIPTION
AND SATISFACTION OF BASIC DEMANDS

We consider the case where a N x M gray level image [
has to be transformed to a NV x M image I,, containing
a digital watermark S. S is actually a specific binary
pattern of size N x M where the number of “ones”
equals the number of “zeros”:
S=A{spm,n€{0,1,... N-1} me{0,1,... M—1}}
1)
where s,,, € {0,1}.
We consider that the original image I is represented as:
I={zpm,ne{01,... N-1}, me{01,... M—1}}
@)
where @,, € {0,1,...,L — 1} is the mtensity level
of pixel (n,m) and L is the total number of intensi-

ty levels. We can split [ into two subsets of equal size
P =N x M)/2, as follows:

A =
B =

{@nm €I, $pm = 1} (3)
{@nm €I, $pm = 0} 4)



S is superimposed by changing the elements of the sub-
set A by the positive integer factor k:

The signed image is given by:
I, = CUB (6)

In the following, we shall use the symbols: @, b and ¢ to
denote the mean values of the subsets A, B, (', and the
symbols s,, s, and s, will denote the sample variances:

We should now show that the basic demands men-
tioned in section I are satisfied by the proposed method.

First Demand

The quantity k that is added to the pixel z,,,, € A to
produce the set C' in equation (5) is actually sufficient-
ly small, so that the ratio k/x,,, remains small and
its visual perception is negligible according to Weber’s
law. Especially, if the members of the subsets C' and
B do not form a recognizable pattern, then the picture
does not seem distorted n any way.

Second Demand

The central key is the examination of the difference of
the mean values of the two image subsets C' and B.
First we calculate the mean values ¢ and b and then
apply the theory of Hypothesis Testing [5,6] for the de-
termination of the difference @ = é—b of the two mean
values. Our test statistic is [6]:

w

(7)

q:

QP
&

where 62 = (s2 +s2)/P. The Null and the Alternative

Hypotheses, respectively, are:

Ho: There is no watermark in the image (& = 0).
Hy: There is a watermark in the image (& = k).

Under the Null Hypothesis, the test statistic ¢ fol-
lows Student distribution with zero mean and (2P —2)
degrees of freedom which can be very well approximat-
ed by the normal distribution.

When the Alternative Hypothesis holds, the test
statistic ¢ is distributed according to the so-called non-
central Student distribution with mean equal to UL
For a large number of samples the distribution of ¢ can
be approximated by a normal distribution having unit
variance and mean equal to UL Furthermore, &5 can
be used mstead of oy. b

The possible detection are the following:

Type I Error: Accept the existence of a watermark,
although there is none.

Type II Error: Reject the existence of a watermark,
although there is one.

K ¢,_., is the t-percentile that minimizes both errors,
then
k=1[26gt_.] (8)

As a result, during the watermark casting (or superpo-
sition) of the image, we can give as mput the degree
of certainty (1 — «) which we want to have during the
later phase of the detection of the watermark.

Watermark Casting (superposition)

We calculate 53 and 5% and use them to calculate .
We calculate k from equation (8). However, the quan-
tization imposed by this equation changes slightly the
level of certainty to 1 — «’. Moreover, the assumption
s = 84 18 made. This is not exactly correct due to
clippings in the case when the terms z,,, + & result in
numbers outside the range {0,...,L — 1}. Finally, we
create the signed image I, by substituting the subset
A of I with the subset C.

Watermark Detection
We calculate &, b and use them to calculate @. We cal-
culate s., s, and use them to calculate 5. We create
the test statistic ¢ from equation (7) and test it against
t,_.. B qg<t,_,, we give the answer “there is no wa-
termark”, else “there is a watermark”.

Third Demand
We now move to the examination of the number of “d-
ifferent” watermarks provided by the above mentioned
scheme. Moreover, it is now time to suggest a method
of creating watermark domains S. The most general
method is to employ random sets S for this purpose.
Such domains can be easily created by psendo-number
generators.

Let us consider the case when two watermarks have
X out of P pixels n common (partial overlap). When
we try to detect one of these watermarks, while this
image was signed by using the other, we will get:

w’:é’—E’:(a—EH—(z%—l)k (9)

@b ,_ @y-1k

~ s ~
Tt Tt

q= (10)
where ¢ is the test statistic we would get if we examined
the clear image, then the probability of a wrong answer
is given by:

Prob(¢ +h > t,_,) (11)

Let us denote by: N(z,p,0?) the cdf of a normal-
ly distributed random variable x with mean value p

and variance ¢?. The distribution of ¢ is given by
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Figure 1: Uncertainty imposed by watermark similarity

N(q,0,1). We can find also that the distribution of
Since ¢ and h are independen-

t random variables, the distribution function of their
sum is given by the convolution of their distribution
functions which is also a normal distribution, having
mean value the sum of means and variance the sum of
variances [7,6]. So we find :

1
A% 2t2 )
bow =t <1+ sl };") (12)

It is obvious that ¢,_.. < ¢,_., which means that our
degree of certainty has indeed decreased. Moreover, the
superposition of a watermark, as described so far, has
the nature of additive noise. As a result, the overall
variance of the image is increased, which means that
G < Gg'. We, therefore, obtain an upper and a lower
Lmit of ¢,__/:

t

1—o
1+ 2.
P
We shall try to estimate the uncertainty imposed due to
the second watermark by using these upper and lower
limits. This uncertainty is given by the function:

RS (13)

f(z) = N(,0,1) — N (x (1+2:2/PY %0, 1) (14)

for # = ¢,_,. F(x) has a maximum value, which is
approximated by the formula:

3P

e V3 (15)

This result can be verified by Figure 1, where we show
the function f(x; P) for such values of # and P that are
used in the cases of percentiles and images, respectively.
In Figure 2a we can see a graphical representation of
the normalized ambiguity imposed by a similar water-
mark: f(¢t,_,)/N(:_.,0,1) for t,_, = /3. Moreover,

a value of ¢,_, given by (15) is highly improbable to be
used in practice, since it provides only 95.83% degree
of certainty. Instead, a value ¢,_, = 4 is more typical,
if we want to be very sure about the existence of wa-
termarks. Figure 2b presents the normalized ambiguity
for t,_, = 4. It is easy to understand that the problem
of similar watermarks does not really increase our ini-
tial uncertainty seriously, since for images as small as
32 x 32 (P = 512) this uncertainty increases by only a
factor of 21075 (¢,_, = 4), and for typical images of
size 256 x 256 (P = 32768) this factor is 2.6 - 1077 .

3. IMMUNITY TO SUBSAMPLING

We consider the case of the mean value subsampling,
where every four pixels are substituted by their mean
value. So we get the subsampled image I,,; with size
Sx i

In order to apply the detection algorithm on I,
we first make a subsampled version of our N x M wa-
termark, using the following method:
Let s1, 52, 53,54 € .5 denote the 4 neighboring pixels to
be subsampled and let u = s1 + s2 + s3 + s4 be their
sum. The sample s, which will substitute si,sg, s3, 54
has the following form:

i) Tu=0or u=1then s=0

i) Fu=3o0oru=4thens=1

iii) K u=2then s =0or s =1 with equal probabilities

When we examine the subsampled image with this wa-
termark, errors are introduced. In the signed part of
the image 8 different kinds of 2 x 2 squares can exist:
i) 1 block containing 4 signed pixels
ii) 4 block containing 3 signed pixels
iii) 3 block containing 2 signed pixels
Similar statements hold for the unsigned part of the
image. As a result, when calculating @, we shall have:

w=a —b +3k/8 (16)

We use @ and ' because they are mot really the o
riginal @ and b, since there was an intermixing due to
subsampling.

I we want to detect the watermark, assuming undis-
turbed 65 and the probability of the correct answer to
be exactly the initial degree of certainty (1 — «), the
following mmst hold:

a — b 4+ 3k/8
—_— >

Prob( t)=1—« (17)

Ow
Thus, k = %2&@151_&. Equation (17) implies that, if we
want to have (1 — a) degree of certainty in the subsam-

pled image, we should use equation (8) to calculate k,
but finally apply the weight &' = %k. In this case, the
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Figure 2: Normalized Uncertainty due to watermark Similarity

degree of certainty for the original image is obviously
increased, giving a value 1 — o’ which is defined by:
K 8
tio = o— = o ti_, 18
20'117 3 ( )

From the above discussion we understand that, if we

want to have an immune watermark after 7 consecutive
subsamplings, by induction, the weights &' = (§)Z k

3
must be used.

4. SIMULATION RESULTS AND
CONCLUSIONS

In this paper we propose a novel method for casting
digital watermarks on images. This is basically done
by adding a predetermined small luminance value to
randomly selected image pixels. The luminance values
are small enough to be undetected by the human eye.
The seed of the random pixel generator is essential-
ly the copyright holder watermark. We also propose
a scheme for watermark detection that is based on s
tatistical detection theory criteria. Although water-
mark domains may overlap, we have proven that the
watermarks are easily distinguishable. We have also
proven that the proposed watermark scheme is rather
immune to subsampling. Unlike other watermark cast-
ing schemes proposed recently, our method is based on
solid mathematic background given by statistical de-
tection theory. The theoretical study has been verified
by numerous simulation experiments.

We tested the above mentioned algorithm on two
images, namely “car” and “lenna”. We applied 3,000
different watermarks upon them, asking for the mini-
mum certainty. Due to the quantization of & ( shown
in (8)), for k = 1, the degrees of certainty (1 — «)
were 84.1% and 90.5% respectively. The simulation
results were very close to these values, namely 84.1%
and 90.96%. We repeated the same simulation, but
with unsigned images this time, and obtained certain-
ties 83.96% and 91.8% respectively.

One important issue that was tested by simulation
was the watermark resistance to JPEG compression. It
was found that the method, as presented here, is resis-
tant to compression ratios up to 4:1. This is already an
interesting result, if we take into account that the pro-
posed watermark casting method essentially adds high
frequency noise to the image.
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