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ABSTRACT

In this paper, two face de-identification methods are proposed
regarding face identification hindering against a deep neural
network. Our work focuses on achieving a delicate balance,
so that the facial images are miss-classified by the deep net-
work, while the human observer can still identify the per-
sons depicted in a scene. The proposed methods are based
on achieving face de-identification by partly degrading image
quality in order to hinder face recognition from deep neural
networks, while maintaining the highest possible image qual-
ity, at the same time. To this end, we employ de-identification
methods based on singular value decomposition and image
hypersphere projections, respectively. From the conducted
experiments, it can be concluded that these methods are capa-
ble of reducing correct face identification rates of the VGG-
face network by over 90 %. Moreover, it is shown that these
error rates preserve adequate image quality as is demonstrated
through the values of the complex wavelet structural similar-
ity index, allowing face recognition by humans contrary to
most face de-identification methods.

Index Terms— De-identification, SVD-DID, PDID-M

1. INTRODUCTION

In the growing online community an ever more increasing
amount of visual data is shared, viewed and stored on-line.
This trend provides immediate communication and free idea
distribution but also raises privacy concerns to all those in-
volved. Through video sharing sites and social media, it is
possible for a malicious user to collect facial images of spe-
cific individuals in order to train face classifiers and then mon-
itor the activities of these individuals. Apart from video shar-
ing, systems monitoring the World Wide Web may use face
detection [1], tracking [2] and face recognition algorithms [3]
[4] [5] in shared videos or images and can subsequently be
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used to violate user privacy. Combined with the wide use of
video surveillance in public places, and other services like
Google Street View and EverySpace [6], any person can po-
tentially be identified, infringing his privacy in most cases un-
intentionally. Due to the large threats posed to privacy, face
de-identification methods must be developed [7] that prefer-
ably maintain a level of facial image quality rendering quality
of the de-identified medium acceptable.

A large number of methods have been devised that
provide face de-identification against common classifica-
tion methods. However the vast majority of these methods
achieve de-identification against both automatic face recog-
nition methods and human viewers, typically destroying a
significant portion of the facial image data. Perhaps the most
advanced approach is to exploit generative adversarial net-
works [8], attempting to generate synthetic samples from
the distribution of all possible images that generated query
segmentations. Besides face de-identification, this method
can be extended for full body de-identification in person
images by also removing soft biometric and non-biometric
identifiers. Another example are methods [9] [10] which
de-identify not only the facial image but the entire person
Region of Interest (ROI). Simple yet effective facial image
de-identification methods apply black masks on parts of the
face such as black bars to cover the eyes or T-shaped masks
covering both eyes and nose. Other mask shapes and size
can be used that cover larger face areas or the whole of the
face ROI thus destroying all visual face information. Other
ad-hoc methods apply a low-pass filter on the facial image
ROI, add random noise, swap facial image sub regions from
different individuals [11], spatially subsample a facial image,
or threshold the facial image pixels. In cases that some facial
information is retained, such as facial expression, the authors
in [12] use variational adaptive filtering along with face key
point detection, and in [13] Active Appearance Models are
utilized.

A prominent family of face de-dentification algorithms
are based on the k-anonymity model proposed in [14]. In
this model, any of the de-identified images is misclassified
as at least k of original facial images. The de-identified im-
age is calculated by averaging the k facial images that are



closer to the input image. In [15] an objective function is
formulated in order to calculate the optimal weights for fus-
ing the k most similar images through gradient descent. In
simlar fashion in [16] the k least similar images to compose
the de-identified image a model known as the k-Same-furthest
model. An extension of this method is proposed in [17] where
the de-identified facial image is unique for each one of the k
original faces. Another approach in face de-identification in-
cludes replacing faces with 3D morphable facial models [18]
or replacing the face depicted with a face from another per-
son [19]. In this scope the GARP-Face framework [20] aims
to balance the utility of an image and face de-identification
by preserving facial attributes such as gender, age and race.
Finally, in [21] face de-identification is achieved by reducing
the number of eigenfaces used for reconstructing the facial
images from basis facial images.

Most of the methods mentioned above the aim to com-
pletely hide the identity the individual in an image, hindering
identification from both human viewers and face identifica-
tion methods. The two methods evaluated in this paper how-
ever reduce the face identification accuracy of a deep neu-
ral network, while retaining adequate visual face information
rendering the de-identified facial images acceptable and rec-
ognizable by humans. The first method is based on singular
value decomposition (SVD) achieving face de-identification
by manipulating the SVD coefficients of the initial image and
reconstructing the de-identified one. The second method cal-
culated the de-identified image by projecting the original on
a hypersphere centered on a mean image.

The rest of this paper is organized in four sections, with
Section 2 providing a description of the two methods, Sec-
tion presenting the image quality measured use to quantify
image quality reduction and Section 3 where we describe the
experimental setup and results. Final conclusions are drawn
in Section 4.

2. DE-IDENTIFICATION AND IMAGE QUALITY

The proposed de-identification methods [22] based on hyper-
sphere projection and SVD for hindering the classification ac-
curacy of deep neural networks, are described in Subsections
2.1 and 2.2, respectively. Finally,

2.1. Hypersphere projections

A hypersphere is a generalization of the ordinary circle and
sphere to dimensions n ≥ 3. For any number n of dimen-
sions a hypersphere S(n−1) is the set of points which are at
distance R from a center point in n-dimensional space. Such
a hypersphere has a radius of R. The definition of a hyper-
sphere Sn−1 with a center at some origin is:

Sn−1 = {x ∈ Rn : ||x|| = R} (1)

where x is a point in the n-dimensional space. The projection
of a point x ∈ Rn onto Sn−1 is defined as follows:

PSn−1(x) =
R

||x||
x (2)

where PSn−1(x) is the projection of the point x onto the hy-
persphere Sn−1.

Projection De-Identification on Mean Image (PDID-M)
uses a projection on a hypersphere centered on the mean im-
age Ī given by:

Ī =
1

N

N∑
i=1

Ii (3)

where N is the number of facial images in a given dataset.
Given an initial image I the de-identified image through
PDID-M is calculated as:

IPDID-M =

(
R ∗ (I− Ī)

||I− Ī||
+ Ī

)
(4)

where Ī is the mean image, R is the radius of the hypersphere
and || · || denotes measure.

2.2. Singular Value Decomposition

Singular Value Decomposition factorizes a matrix I ∈ RN×M ,
in this case I is a facial image, as a product of three matrices,
namely matrix S ∈ RN×M , which contains the sorted, from
largest to lowest, singular values which equal to the square
roots of the eigenvalues of matrix IIT . The other two ma-
trices U ∈ RN×M and V ∈ RM×M contain the singular
vectors, which are the eigenvectors of matrices IIT and IT I
respectively. Through SVD image I can be decomposed as:

I = USVT . (5)

In all above cases AT denotes the transpose of matrix
A. Based on the above decomposition, the SVD face de-
identification method (SVD-DID), modifies the input image
by altering the entries of matrices U, S and V and recon-
structing the de-identified image through the altered matrices.
The SVD-DID method can be broken down to three distinct
steps described below.

2.2.1. SVD Coefficient Zeroing (SVD-CZ)

The first step of the SVD-DID method the first NZ singular
values of S (NZ ≤ N ≤ M ) are zeroed resulting in a new
S matrix SCZ . This step tends to darken the output image,
compared to the initial one and to counterbalance this effect
the facial image pixel luminance values are increased at the
end of the de-identification process by adding a fixed lumi-
nance value to the output facial image pixels. In the rest of
the paper we assume an added luminosity value equal to 100.



2.2.2. SVD Coefficient Averaging (SVD-CA)

In the second step of this method, the values in eigenvector
matrices U, V are low-pass filtered. This is achieved with
the use of a m × m circular averaging filter, where m =
2R+1 [23], andR is the radius of the circular filter. Through
this filtering process matrices UAV and VAV are produced.
However, reconstructing the de-identified facial image solely
trough the above matrices, leads to poor image quality. In
order to preserve adequate image quality matrices UAV and
VAV are blended with the original U and V matrices through
weighted averaging as:

UCA =
α ∗UAV + U

1 + α
and VCA =

α ∗VAV + V

1 + α
(6)

where parameter α adjusts the trade-off between visual qual-
ity and face de-identification.

2.2.3. SVD Modified Sobel Filtering (SVD-MSF)

In the last step of the SVD-DID method final step matrices
UCA and VCA are high pass filtered [23] using a modified
Sobel filter. This filter has a 3× 3 matrix form:

G =

 d 2d d
0 0 0
−d −2d −d

 (7)

where parameter d specifies the intensity of the high pass
filtering. As in the previous step the resulting matrices are
blended with the original ones producing matrices UF and
VF .

After the three steps of the SVD-DID method the output
facial image ISVD-DID is calculated as:

ISVD-DID = UFSCZV
T
F . (8)

2.3. Image Quality Measure

Both de-identification methods introduce artifacts and noise
in the de-identified image. This is necessary to fool auto-
matic face recognition methods, but quality preservation is
also essential to render the final image acceptable for human
viewers. As a result, the need arises to quantify the effect
of each of the two methods on image quality. In order to
quantify the degree of image quality loss due to the applica-
tion of the above face de-identification methods, the complex
wavelet structural similarity index, CW-SSIM [24] was em-
ployed. This index is an extension of the structural similarity
index, SSIM, proposed in [25] in the complex wavelet do-
main. The continuous wavelet transform of a signal s(t) with
scaling a ∈ R+∗ and translation b ∈ R is defined as:

Sw(a, b) =
1√
|a|

∫ ∞
−∞

s(t)ψ̄

(
t− b
a

)
dt (9)

Table 1: Failure percentages after applying Gaussian filtering

σ Fp cs

1 3.3 % 0.9971
2 3.26 % 0.9644
3 3.36 % 0.8618
4 3.56 % 0.6912
5 4.86 % 0.5019
6 14.64% 0.3397
7 47.38% 0.2225
8 84.56 % 0.1478
9 96.96 % 0.1048
10 99.26 % 0.0824

where ψ(t) is a continuous function in the time and frequency
domain commonly known as the mother wavelet and ·̄ denotes
the conjugate complex number. Through the wavelet trans-
form it is possible to calculate the wavelet coefficients c that
are used to calculate the CW-SSIM index which is defined as:

S̃(cx, cy) =
2|
∑N

i=1 cx,ic̄y,i|+K∑N
i=1 |cx,i|2 +

∑N
i=1 |cy,i|2 +K

(10)

where cx = {cx,i|i = 1, . . . , N} and cy = {cy,i|i =
1, . . . , N} are the wavelet coefficients calculated for two
given image regions x and y at the same spatial location in
the two images and K is a small positive constant that im-
proves robustness in cases of low signal to noise ratios. The
CW-SSIM index takes values in the range of [0, 1], equal to 1
when one image is compared to itself. As such it is preferable
to have CW-SSIM values close to one after the application of
the face de-identification methods.

3. EXPERIMENTS AND RESULTS

Experiments were condected to assess the effectiveness of
the SVD-DID and PDID-M face de-identification methods
against the VGG deep neural network classifier [26]. To this
end, a dataset of 5000 images depicting 1000 randomly se-
lected different individuals, 5 images per individual, from the
database was employed [27]. In RGB images, the two meth-
ods were applied separately on each color channel. The exper-
iments were conducted using the MatConvNet [28] MATLAB
toolbox.

To quantify the ability of the methods to hinder automatic
face identification the false face identification percentage Fp

was used, which is the number of missclassified images over
the total number of images. In order to quantify the qual-
ity reduction after the de-identification process the mean CW-
SSIM index, cs, is used, averaged over the total number of
images. As mentioned above it is preferable for CW-SSIM to
have a value close to 1 so that little visual information is lost.

For comparison reasons, we have also employed a naive
de-identification method. That is, performing Gaussian filter



(a) σ = 3 (b) σ = 4 (c) σ = 5

(d) σ = 6 (e) σ = 7 (f) σ = 9

Fig. 1: Facial images after Gaussian filtering

on the facial images for different values of σ. Experimental
results for the naive de-identificiation method are show in Ta-
ble 1. As can be seen, values of σ > 9 are required in order
to achieve de-identification rates higher that 90%, resulting in
images that have low quality, and make it difficult to be rec-
ognized by humans, as well. This property is also denoted
by the corresponding CW-SSIM indices, which are as low as
0.10 for such values of σ.

Identification failure rates and CW-SSIM index values for
applying the PDID-M method are displayed in Table 2, for
different values of radius R. For large radius values the fail-
ure percentages are quite low the lowest being 13.78% for
R = 30 and similarity index values are quite high the highest
being for the aforementioned radius value equal to 0.8565.
Reducing R to 20 increases the failure rate more than three
times the previous value up to 43.98% and at the same time
cs drops to 0.6802. It can be easily observed that increasing
the value of R leads to higher failure rates and a drop in mean
image similarity. For a R = 13 an Fp equal to 80.02% is
achieved with CW-SSIM being 0.4859. A failure rate over
90% is achieved for R = 10 and a corresponding similar-
ity index value equal to 0.9379. Further reducing the radius
value leads to even higher failure percentages with a maxi-
mum Fp = 99.17% and a minimum cs = 0.2639 for R = 6.

Results after applying the SVD-DID method are tabulated
in Table 3. From this table it is evident that the main parame-
ter that affects the failure percentages is the number of zeroed
singular values NZ . For parameters α = 0.2, d = 0.1 and
R = 5 varying NZ leads to significantly higher error rates
as for NZ = 1 the failure rate is 43.46%, the lowest one ob-
served, for NZ = 2 its value rises to 64.32% and for NZ = 5
a failure rate of 92.36% is achieved. The similarity indexes
also follow this trend, although not to such an extend, begin-
ning from 0.8653, the highest value observed, for NZ = 1
falling to 0.8227 for NZ = 2 and finally reaching 0.6835 for
NZ = 5. It can also be observed that parameter α mainly af-
fects image quality, the value of cs, as can be derived from the

Table 2: Failure percentages after applying PDID-M

R Fp cs
30 13.78 % 0.8565
20 43.98 % 0.6802
19 48.36 % 0.6495
18 53.06 % 0.6248
17 58.92 % 0.5990
16 64.64 % 0.5722
15 69.72 % 0.5515
14 74.96 % 0.5157
13 80.02 % 0.4859
12 84.14 % 0.4552
11 88.28 % 0.4238
10 91.64 % 0.3979
9 94.44 % 0.3649
8 96.44 % 0.3315
7 98.26 % 0.2977
6 99.14 % 0.2639

(a) R = 20 (b) R = 18 (c) R = 16

(d) R = 14 (e) R = 12 (f) R = 10

Fig. 2: Facial images after performing the PDID-M method

values observed in the table. For parameter values NZ = 1,
d = 0.1 and R = 5 varying α from 0.2 to 0.5 leads to a de-
crease of cs from 0.8635 to 0.6875 respectively. The same can
be observed for different values ofNZ , where forNZ = 2 and
α = 0.2 and 0.5, cs varies from 0.8226 to 0.6515 and similar
observations can be made forNZ = 5. Despite the significant
drop in image quality, a significant increase is not observed
for failure percentages where for NZ = 1 Fp = 43.46% for
α = 0.2 and Fp = 42.68% for α = 0.5. Similar results
are obtained for different values of NZ . Parameters d and R
do not play a significant role in failure percentages and im-
age quality. The highest failure percentage achieved with the
SVD-DID method is equal to 92.64% for parameter values
NZ = 5, α = 0.2, d = 0.5 and R = 5 with a CW-SSIM in-
dex equal to 0.6830. The quality of the resulting facial images
from applying the Gaussian filtering, PDID-M and SVD-DID



methods is shown in Figures 1, Figure 2 and Figure 3, respec-
tively.

(a) Nz = 1 (b) Nz = 2 (c) Nz = 2

(d) Nz = 3 (e) Nz = 4 (f) Nz = 5

Fig. 3: Facial images after performing the SVD-DID method.
The same parameters were applied to all images i.e., a =
0.2, d = 0.5, R = 5, having variable Nz, except (c) where
R = 10.

4. CONCLUSIONS

From the experimental results presented in the previous sec-
tion it can be concluded that both the PDID-M and SVD-
DID face de-identification methods provide adequate failure
percentages against the VGG deep convolutional neural net-
work. In both cases high failure percentages are attained, over
90%, while preserving acceptable image quality. The highest
failure percentage observed through the PDID-M method is
equal to 99.14% with cz = 0.2639 and for the SVD-DID
method these values are Fp = 92.64% and cz = 0.6830. It
must be noted that while the PDID-M methods achieves very
high failure percentages this comes with heavy image qual-
ity reduction. For similar Fp values 94.44% for PDID-M and
92.64% for SVD-DID the respective cs values are equal to
0.3649 and 0.6830. It is evident that the SVD-DID method
preserves more visual information compared to the PDID-M
method, making more appropriate in cases that require the
de-identified image to be of higher quality.

Future work in this area will focus on developing re-
versible and les visible face de-identification methods that
will provide privacy against deep classifiers.
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