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ABSTRACT replica of this image). These systems are referred to asdmag
In this paper a novel system for image replica detection i€€Plica recognition/detection systems [2, 3, 4, 5]. Reple-
presented. The system uses color-based descriptors in ordgction is the process of identifying all images that haverbe
to extract robust features for image representation. Tleese 9enerated from the original version through intentionalior
tures are used for indexing the images in a database using K{entional manipulations. Itis assumed that the modified i
R-Tree. When a query about whether a test image is a replicd®S maintain sufficient visual quality in order to keepithei
of an image in the database is submitted, the R-Tree is tr&_ommercial value and also maintain the semantic content of
versed and a set of candidate images is retrieved. Then, [ original. Severely distorted copies are of no interesaf
order to obtain a single result and at the same time reducé&Plica detection system. The major benefit of this approach
the number of decision errors the system is enhanced withierives from the fact that no additional information shood
Linear Discriminant Analysis (LDA). The conducted experi- €mbedded within the image content, thus making the system

ments show that the proposed approach is very promising. applicaple to image; that are aI.ready in the public domain. .
In this paper an image replica detection system that uti-

lizes a database of original images that can be queried with a
suspect image and decide whether this image is a replica of a
r§,tored original is proposed. Images are represented by a fea
ture vector comprising of color-based descriptors [6]. M;he
we implement a multidimensional indexing structure based
on R-Trees. Although substantially reduced, the proksbili
that the R-Tree returns more than a single image as candidate
for being the originals of the query is existing and prevents
6he system to decide unambiguously. We introduce the use

tection can be found in the literature, the vast majorityheit of image-class iqformgtion for resoalving cases unsucoégsf

being based on watermarking. Watermarking is the techniqu%andled by the'lndexmg ;tructure. Specifically, LDA (pr'e-

of imperceptibly embedding information within the conteft ceded by PCA) IS applle_d n o_rder t_o reformulate the s_olutlon

the original image [1]. Although watermarking has attraicte space and yield more discriminant image representations.

considerable interest from both industry and academiagitd

certain deficiencies. The requirement of embedding inferma 2. REPLICA DETECTION SYSTEM

tion inside a digital image before it is made publicly avail-

able, automatically excludes digital images that are difea 2.1. System Overview

in the public domain and need to be copyright protected. In _ _ _ _

addition, watermarking is unable to counter content leakag The process of engineering the proposed image replica-detec

when an unwatermarked copy of the original artwork is stolention system can be separated to two independent phases. The
In order to overcome these inherent Watermarking def|f|rSt phase deals with the database Organization and constru

ciencies, the scientific community recently started todtive tion. Each time a new original copyright protected image is

gate image copyright protection and Digital rights Manageadded.mto the datat_)ase, the image is subjected to a series of

ment from another perspective. Specifically, the problem i®redefined attacks (image manipulations) selected acuprdi

envisaged as an image similarity one where the system d& the system’s design specifications. Feature vectorsare e
cidesifa query image resembles a reference image (lGi it istracted from each attacked version reSUltlng in a featlnle ta

which contains samples from the feature space neighborhood
This work has been partly supported by EU and Greek natiamals' ¢ 1o original image. The latter is utilized for the caldida
under Operational Programme in Education and Initial Vocatidraining ) e .
Il through the Archimedes project "Retrieval and IntelledtBroperty rights ~ Of an extent vector that specifies the neighborhood extent fo
protection of Multidimensional Digital Signals” (04-3-0@). each dimension. Finally, the original image is indexed imith

1. INTRODUCTION

Recent technological advances in the area of multimedia co
tent distribution have resulted in a major reorganizatién o
this trade. Valuable digital artworks can be reproduced an
distributed arbitrarily without any control by the copyhig
holders. Thus, issues related to intellectual propertiatsig
protection arise.

Numerous systems addressing the issue of copyright pr




the R-Tree structure, according to the extent vector (Big. 1 [6]. It must be noted that the proposed scheme can be com-
The second phase implements the actual replica detectidosined with any other feature vector and its use its not lichite

functionality, once the database has been organized. An arlio the features used in this paper.

trary image is submitted as a query to the indexing structure

R-Tree prunes the redundant branches according to the quepy,

image feature vector and results in a set of candidate imagés™

or an empty set. The next step attempts to enhance the systeptimization requirements for both the system’s computa-
performance through LDA, preceded by a PCA dimensionaltional cost and performance accuracy resulted in the iategr
ity reduction step. Finally, the system returns the cloBest  tion of an R-Tree for achieving efficient image retrieval.[7]
age based on some similarity metric. Alternatively, theryjue An R-Tree is a height-balanced tree with index records in its
image may be found to reside outside the formulated neigheaf nodes (containing pointers to data objects). OrigyngH-
borhoods. In this case the result is an empty set. Thus, thirees were created to index spatial objects using theirdboun
image rejection (i.e. the decision that the query image ts ndng boxes (BBs). For a given image query, the R-Tree returns
a replica of the images in the database) may take place eithgfl the records whose BBs include the image query.
during the R-Tree traversal or after the application of LDA.  our system works under the assumption that the features
The way the queries are handled is demonstrated in Fig 2. of image replicas are localized around those corresportding
the original images. Therefore, the used R-Tree is consiniuc
bz ¥ aes ¥ masese ¥ baaon e fen | by associating a bounding box to every original image. These
| bounding boxes are defined using an extent vector. In order to
l determine the extent vector for each image in the database we
simulate all attacks that an image may undergo when made
public and we wish the system to be able to withstand. Thus,
before inserting an original copyright protected image the
database, a series of predefined attacks are performed. The
produced images are used for determining the extent vector.
More specifically, a feature vector is extracted from ev-
Fig. 1. Database organization of the image replica recognitio®"y attacked version of an image and the distances in each
system. feature dimension between each attacked image and the orig-
inal image are calculated. The maximum distance for each
dimension is selected as the extent in this dimension. Thus,

Indexing Multidimensional Feature Vectors

Feature Vector
Extraction

AN

R-tree

; ~y the aforementioned procedure derives for each originajéna
quy | framm e |y o %"\ - “9 __.m=  anextentvector consisting of 24 scalar values that detersni
O R T { 6’0 "~ the extent of the neighborhood in each feature dimensioa. Th
Rl concept of utilizing a set of attacked versions of an image fo
Inial Soluion determining the extent vector is based on the assumptidn tha

Space

all potential attacks will be adequately modelled by this se
and thus the selected neighborhood will be sufficient for en-

. . . . __closing all image replicas.

Fig. 2. Searching the database for the detection of a replica. It is obvious that the extent vector selection is crucial for
the system behavior. In our case we have chosen an imple-
mentation where a different extent is kept for every image
and for every feature vector dimension. Moreover, in order t
The proposed system is based on work conducted in [6] foine-tune the system performance a constattat is multi-
image feature extraction. In this work a Comparative eva|.p|i8d with the values of all elements in the extent vector was
uation of various feature extraction methods has been peftdtroduced. Changing the value ofallows for extending or
formed. All methods are based on the color histogram and tr§hrinking the bounding boxes and thus modifying the system
to benefit from its inherent resilience to a number of commorPerformance.

manipulations and especially geometrical transforms. dbim
sionality reduction is performed by quantizing the colas-hi
togram distribution with respect to a specific color palette
The comparative evaluation indicates that the best trdtbeef The fact that the R-Tree can return more than one original
tween compaction and information capacity is accomplishe@nage as candidates for being related to the query image does
when the quantization scheme utilizes the Macbeth col@tigal not allow the system to decide unambiguously. In order to
for constructing a feature vector containing 24 scalareslu obtain a single result and at the same time reduce the number

2.2. Feature Extraction Method

2.4. Applying Linear Discriminant Analysis



of decision errors we propose the use of LDA for discrimi-

nant feature selection. Prior to the application of the LDA, Table 1. Original Image Set

. . . . . . No. Monument Name Number of Images

a dimensionality reduction step using PCA is performed. By T Parthenon (Greece) 343 .
eliminating the dimensions that correspond to the smailjre 2. White Tower (Greece) 78
values, an implicit denoising of the data is achieved. The se 3. Liberty Statue (USA) 71
of participating classes in the LDA coincides with the set of 4. | SargadaFamilia (Spain) 247

) 5. Lighthouse (Arbitrary Photos 56
classes (images) returned by the R-tree. Each of theseslass 5. Coliseum (italy) 128
is comprised of the feature vector of the original image glon 7. Eiffel Tower (England) 233
with the feature vectors of its attacked versions. These are 8. Pisa Tower (Italy) 78
the observations used for calculating the class statisfibe 196 Pyrams'c:fhi(nAXr lzgga%t)':hmos) 16933
LDA space is trained every time a query is submitted. The 1T, Duomo (italy) 766
result of LDA is a linear transformatioMV, that transforms 12. Big Ben (England) 476
and/or reduces the dimensionality of the image feature vec- Total 2232

torsx; € ®?* as:
)’Ck = szk- (1)

Let the seC = {C,Ca, ...,Cx} be the set ofs classes gueried with images that are not replicas of the images in the
that has been retrieved after the R-tree traversal. Letasiso database the percentage of such query images that arg falsel
sume that each class (original image) has\/; feature vec- identified as replicas (false acceptance rate) is used.
torsx;, coming from the attacked images. In order to use the
information of how the sets of attacked images are separategl2. Test Set Characteristics and Performance Results

to different classes in the feature space, Fisher’s discam o
criterion [8] is used. LeB, be the between-class asd, be A sample of 2.232 original images were used to compose the

the within-class scatter matrices. The goal of the lineengr ~ database of copyright protected images. The images were se-

formationW, is to maximize the between class scatter whilg/€cted so as to form 12 different content categories, each co
minimizing the within class scatter, i.e. responding to a world famous cultural monument (Table 1).

This image content selection was dictated by the high depen-
trfwW7S, W] dency between the performance of a replica detection system
W, = arg max r[WTS, W]’ (2)  and the level of visual similarity among the database mem-
bers. Evaluation of the system performance over a database
where tfR] denotes the trace of matrR. The optimal pro- containing groups of similar images was done in an effort to
jection matrixW, is the one whose columns are the eigenvecassess its behavior under the least favorable situatiomnand
tors corresponding to the largest eigenvalueSpfS,. The troduces a sense of fairness compared to other techndlogica
matrix W, projects the feature vectoxs, to min(K — 1,24) solutions (e.g., watermarking) whose performance is unaf-
dimensions and a new feature vectqris derived. fected by the image content distribution.

By projecting the samples i@l to the newly created so- A training set comprised of attacked versions of the orig-
lution space, better separation of classes is achieved andirgls is involved in two different stages of the replica rgco
similarity metric is then used to find the closest class (i@)ag nition system functional chain. Initially, it is utilizeaf es-

Still, an extent vector is necessary for accepting or rgjgct timating the optimal extent value for each image feature di-
the query image as a replica. The selection of this vector igension, i.e., evaluating the extent vector which is used in
done using a procedure analogous to the one described in Séee R-Tree, and at a second level for providing the samples
tion 2.3. for the evaluation of the linear transfo , in the LDA. Es-
sentially, the goal of the training set is to effectively nebdll
possible distortions that an original image may undergo.

A total number of 77 attacks per original image were ap-
plied for constructing a training set consisting of 171.864
ages. The aforementioned copies were derived from 4 differ-
In order to evaluate the performance of the proposed systeant attack categories by modifying the attack severity.l&lab
when being queried with images that are replicas of the im2 summarizes the attacks, which are performed by a prepro-
ages in the database we measure the percentage of the queegsing procedure applied each time a new original image is
images that are falsely identified as non replicas (falsscrej being inserted into the image database. The constargn-
tion rate) as well as the percentage of the query images thtibned in Section 2.3 was selected to be equal.fbsince
are identified as replicas but are assigned to a differengéma this value was experimentally found to be optimal in terms of
in the database (misclassification rate). Moreover, ini@le minimizing the errors mentioned above.
evaluate the performance of the proposed system when being Three different query image sets were constructed in order

3. EXPERIMENTAL STUDY

3.1. Performance Metrics



dexing with the use of an R-Tree. LDA, preceded by PCA, is

Table 2. Attacks on Original Images (Training Image Set). then applied in the images returned by the R-Tree in order to

Attack Category & Severity Range Step | Produced Images

Jpeg compression 10-90 (quality factor] 5 17 obtainlalsingle result and at the same time reduce thg number
Rotation1°-359° (degrees) 50 36 of decision errors through improved class separability- Ex

Resizing 0.3 - 2.0 (scale factor) 0.1 16 periments show that the proposed system can be successfully
Cropping 99 - S%tg{emam'”g Portion)] 5% 787 used for image replica detection. Currently the systemis en

hanced by introducing, after the R-tree step, a module that
performs image similarity computation using SIFT features
[9]. Preliminary results show that this approach can signif
Table 3. Attacks on Original Images (Extended Image Seticantly reduce the false acceptance rate while retainieg th

used in testing). other errors at the same levels.
Attack Category & Severity Range Step | Produced Images
Jpeg 10-90 (quality factor) 1 90 5. REFERENCES
Rotation1°-359° (degrees) 1° 360
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