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ABSTRACT 2. GENERATION OF CHAOTIC FUNCTIONS

The current paper presents a method for image Watermark-.l.he first step in order to construct a chaos-based watermark
ing based on chaotic sequences produced by different func-

tions. The effect of embedding a chaotic watermark on is to define a recursive function that provides a sequence of

. ; . . . real numbers. This is done by a mapping funcionU —
an image is examined. Extensive experimental results forU U c R. Inthe case of the Renvi map. the function is:
JPEG and filtering attacks on images watermarked by the ™’ N Y P '
different functions are presented together with a compar-

ative study of them. The results show that efficient water- 2(n+1) = F(z(n), ), zn)eUre R (1)
marking methods based on chaos can be designed under cer-
tain conditions. wheren = 0, 1, 2, ... denotes the current iteration ands a

parameter that controls the chaotic behavior of the system.
This map forA = 1.2 is depicted in Figure 1a.

The number of iterations is defined to be equal to the

] ] o ] number of pixels in the image. The above mentioned func-
Image watermarking for copyright protection is a field that jons produce sequences of theoretically infinite period.
has drawn much attention in the latest years due to the wide

spread of digital multimedia information through the inter
net. The main purpose is to protect copyrighted multime-
dia content from being attacked by malicious users during
transmission, processing or storage.

1. INTRODUCTION

For the Renyi map, by changing the value of the param-
eter), the set of real numbers is divided in two subdéts,
andU,y,. If the initial value of the sequence belongdip,

the produced trajectory is chaotic. In our implementation
: . the initial value is associated to the watermark key. We can
i Most of the proposed Watermarklng methods for still define a threshold level;, in a way that, after thresholding
images are based on the construction of a pseudo-randonfhe sequence numbers, a bipolar sequesiog € {—1,1}
sequence of real numbers that s afterwards somehow threshz produced with appro,ximately equal number of _’13 and

oldelfi mt?rder :)O gémgdi a:?lnlaryhmap which is the water- 1s. Parametek controls the frequency characteristics of
mar rt]o ??m edade h[ J3]. Int 'j‘ pqpherwe preﬁ:;j C€"" the chaotic sequence, i.e. the frequency of the transitions
tain chaotic functions that can provide either contro 1 landl — 1. Forh > 1 and values close to 1,

pass characteristics or good correlation properties. &hes we get a chaotic watermark with low number of transitions

are based on one-dimensional functions such as the Renyl - "4\« lowpass properties, whereas when? the tran-
map [4], as well as théV-way Bernoulli shift and theV- ’ ’ ’

: . ) itions are very frequent, the lowpass properties degmade a
way tailed shift sequences which have already been use ylreq pass prop g

. o . he sequence is very similar to a pseudo-random one.

in telecommunication applications [5] because of the good The shift functi tioned in th . i
correlation properties they possess. These watermarks pro € shi fuqc lons me?f_lon(;/l ”; € prewo_léﬁ.sec lon
to be robust to operations such as JPEG compression anﬁ]re a case of piecewise affiné viarkov maps. IS means

lowpass filtering. A comparison of the performance of the atthey are piecewise linear over the |nteeraﬂ] and the
different functions is presented, where detection raties a parameter. corresponds to the number of intervals where
defined by demanding certain félse alarm ratio the function is linear. These functions produce chaotic se-

quences, irrespective of the initial value. However, thisre

This work was funded by the LTR-ESPRIT European Project 3110 ~NO parameter that controls gxplicitly the lowpass characte
INSPECT. istics for this class of functions. The form of thé-way




Bernoulli shift function is: fuw(z,y) is defined as:
NB(n) 0< B(n) <t

I NBe) n) n B <n Juli,g) = JGey) + bey) ol y) - 4)
(n+1) = : : where w(z,y) is the bilevel sequence of 1s and -1s and
N(B(n) —ta_1) tn_1 < B(n) <tn h(zx,y) is the watermark power that is, in our case, constant:
@ _
whereas the form of th& -way tailed shift function is: h(z,y) =h ()
(N =1)T(n) + 5 0<T(n) <t The watermark is to be casted in the spatial domain and,
(N-1)T(n)+ 2 —1 t1 <T(n) <t thus, the watermark power should be of an integer value.
T(n+1) = : :
(N = 1)T(n) — N27].3N+1 tns < T(n) < tu 4. WATERMARK DETECTION
T(n)— 22 tno1 <T(n) <ty

3) When a prototype watermark is to be detected inside a wa-
The 3-way Bernoulli function and the 4-way tailed func- termarked and possibly manipulated image, the response of
tion are depicted in Figures 1b and 1c, respectively. Thesea hypothesis testing detector is computed:
functions have the advantage that their cross correlasion i 1 1
very small for slight differences in the initial value of the : Aw D) = — Aw ,Y) — — Aw

ry 9 R(fu, ) NA(Z ful@,y) NB(Z ful@,y)

sequence. This is essential for meeting the key uniqueness z,y)EA z,y)€EB

criterion. A thresholding step in order to create a binarpma (6)
of equal number of 1s and -1s is followed as in the case ofwhere the sets arA = {(z,y)|w(z,y) = 1} andB =
the Renyi map. {(z,y)|w(z,y) = —1}. Na and Ng are the number of

The sequence that is produced by using either functionpixels of the set\ andB, respectively. In the case that the
is one-dimensional. To embed it in a digital image, we need watermark is casted all over the image, without employing
to scan across the sequence in such a way that the lowpasgisual masking, the detector output is assumed to follow a
properties are preserved. This is useful especially for the normal distribution with mean valug = 2h, whereh is the
case of the Renyi map approach. The classic raster scan igvatermark power. This means that if the watermark exists
not proper for this task because the number of transitions isthe detector output should ie= 2h, otherwiseR = 0.
not any more under control in the vertical dimension. To The response is computed over the entire image. The de-
avoid this we use Peano scan order which has better spatialector output (6) must be compared against a proper thresh-
properties than the raster scan. In addition, it is posgible old R;;, that will inform us with a satisfying certainty about
use cellular smoothing to eliminate spontaneous tramsitio  the presense or the absense of the watermark.
that emerged after the Peano scan [6]. Using this technique,
the output watermark has local neighborhoods of 1s (or -1s) 5. EXPERIMENTAL RESULTS
that are more compact.

In order to construct different watermarks we use a key In order to test the robustness of the watermarking method
K that produces the seed value for the generation of a chaoti¢o JPEG compression and lowpass filtering, we tested iton 5
trajectory. Keys of slightly different value provide suffi- color images (of siz660 x 960) depicting portable byzan-
ciently uncorrelated trajectories, because thekseff pos-  tine icons. The original watermark size w824 x 1024
sible keys is quite large. This reduces the possibility ef th and was constructed using Peano scan. Xhmarameter
watermark being tampered. It also ensures non-invetgibili was set to 1.2 for the Renyi function, and thgarameter
of the watermark. Thus, the corresponding key cannot bewas set to 3 for the Bernoulli shift and to 4 for the tailed

extracted from the two-dimensional watermark. shift. The method was tested for distortion of SNR 35dB
and 30dB, corresponding to watermark powesf 2 and 3,
3. WATERMARK EMBEDDING respectively. 12 different compression ratios for JPEGewer
selected. Lowpass filtering was tested using moving aver-
The smoothed two-dimensional watermark of stZex 2" age and median filters, both for windows of ske& 3 and

(due to the Peano scan) that is produced after the previous$ x 5. The detection threshol;;,,. was chosen such that the
steps is scaled to the size of the image, if their sizes do notfalse alarm ratio (FAR) was equal t®—* for every SNR
coincide. Before superimposing it on the original image, level and for every chaotic function employed. The FAR
a visual masking stage could be introduced to avoid visualwas computed based on the empirical distributions provided
artifacts. However, it was not considered crucial to use vi- by testing the method for 100 different watermarks. These
sual masking in our experiments. The watermarked imagewatermarks were tested on both the image containing the



correct watermark and the image containing a false water-
mark. The experimental distributions of the detection re-
sponses were approximated by normal distributions.

Tables 1 and 2 show results for watermark detection af-
ter lowpass filtering for SNR values of 35dB and 30dB, re-
spectively. We can observe that the 4-way tailed shift per-
forms better than the 3-way Bernoulli shift and much better
than the Renyi map. If we consid@8% as an acceptable
detection ratio, only tailed shift gives good results forfSN
= 35dB. However, all methods, except Renyi mapot 5
moving average, perform well for SNR = 30dB. This im-
plies that the tailed shift function resulted in the mostdow
pass watermark.

Figures 2a and 2b show results for 12 different compres-
sion ratios, for SNR values of 35dB and 30dB, respectively.
The relative performance of the three functions is the same
as in the case of lowpass filtering. For SNR = 35dB, tailed
shift is robust for compression up to 1:40, Bernoulli sht u
to 1:35 and Renyi map up to 1:30. Finally, all three func-
tions give watermarks that are robust at least for compres-
sion up to 1:50, when SNR = 30dB.

We can see that though the Renyi map function con-
tains a parameter that controls its lowpass properties, the
shift functions give watermarks of finer detalils, for thizesi
(1024 x 1024). The coarse watermark that is produced by
the Renyi map results in different watermarks having a rathe
high correlation and, thus, giving distributions of largari-
ance. As a result, in order to meet the desired FAR ()

a rather big threshold is required and, thus, more correct
watermarks are discarded. For smaller SNR values, that is,
for stronger watermarks, the variance is decreased and, cor
respondingly, the threshold is also decreased, resulting i
larger detection ratios for the same FAR.

6. CONCLUSIONS

In the present paper we tested several chaotic functions for
embedding and detecting watermarks in color images. The
watermark, when possible, was chosen such as to possess
certain lowpass characteristics or correlation propsrtié
hypothesis testing detector was employed in order to decide
about the presense of a potential watermark. Experimental
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Filter | Bernoulli | Renyi | Tailed |

Moving Average3 x 3 100 100 100
Moving Averages x 5 82.8 38.8 | 98.6
Median3 x 3 100 100 100
Median5 x 5 99.8 91.8 | 100

Table 1: Detection ratios for lowpass attacks on images of

SNR=35dB.
Filter | Bernoulli | Renyi | Tailed |
Moving Average3 x 3 100 100 100
Moving Averages x 5 100 94.4 100
Median3 x 3 100 100 100
Median5 x 5 100 100 100

results display the robustness of the different functians t
JPEG compression and lowpass filtering. The most robust
watermarks proved to be the ones produced byXheay

Table 2: Detection ratios for lowpass attacks on images of

tailed shift function, whereas the Renyi map watermarks are g\ r=304B.

the less resistant to attacks.
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Figure 1: (a) Renyi map fak = 1.2. (b) Bernoulli map forN = 3. (c) Tailed map fotV = 4.
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Figure 2: (a) Detection ratio for JPEG compression on imag&NR=35dB. (b) Detection ratio for JPEG compression on
images of SNR=30dB.



